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Mision

Proveer a las empresas las capacidades para
Prevenir y/o detectar de manera oportuna
incidentes de Ciberseguridad, reduciendo el
impacto en el negocio, a través del monitoreo
7x24 de sus infraestructuras de seguridad, con un

costo adecuado al sector y personal altamente
entrenado, comprometido y capacitado.

Vision
Ser el brazo de Ciberseguridad preferente para las

empresas del mercado Venezolano, aportando alto
valor en compromiso y experticia.
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Respuesta al mercado

Las organizaciones cada vez son mas complejas,
debido al uso de diferentes tecnologias para resolver
brechas de seguridad, perdiendo visibilidad de la
informacion que cada una puede generar.

ZERU es la opcidon para apoyar a las empresas a reducir
el riesgo que representa para sus negocios la falta de
visibilidad de la seguridad en sus infraestructuras.
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No fracasa quien sufre un atague de
seguridad, es parte del juego, fracasas si
no tienes capacidad de respuesta

CHARLES BLAUNIER
CISO, Citigroup
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Cloud Security Baselme
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Controls
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Provider

A
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Tie all controls to single pane of
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Controls App Securit
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Register all assets across hybrid Introduce adcilthtnal codntrols based on
cloud maturity roadmap
2
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IBM Ponemon Report 2018 D (ntegrate with Cloud IAM
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Aspectos relevantes:
»  Correlacion histérica y en tiempo real de
e activos, eventos y vulnerabilidades
Security “ - Capacidades de Al para manejar eventos
C|OUd » "‘ Analisis de comportamiento: de seguridad
e %« Actividad de Aplicaciones *  Deteccion de amenazas avanzadas
T ™, * Actividad de Datos +  Reportes periddicos y bajo demanda
Indicadores 7 E R U e " Actividad de Red - Soporta integraciones de mas de 450
de : 4 soluciones de seguridad y Tl
amenazas /‘_,,J"P : o ROl en menor tiem po
e —— Valor anadido:
API . o .
s * «  Seguridad especializada para deteccion de
amenazas
m g i +  Sin licencia basada en Appliances
Servicios de SOC monitorean: »  Origenes de Logs en Cloud (Azure, 0365y
+ Dispositivos de Seguridad AWS)
- Servidores y Endpoints Pl oi ey | *  Monitoreo 24/7
* Usuarios e Identidades il i i i 7 Gateway Virtual: - Reglas de seguridad a medida
rabilidades y amenazasy ' - ESX 6.X - Rafagas de EPS bajo demanda
CECES S S| - 18GBRAM - Monitoreo de Shadow IT
Z-Gateway * VCPU4 -8 - Andlisis de Vulnerabilidades y AplicasFli
@fé” ‘ng .+ 500GB-1TB HDD desde el Cloud
@@@0@3 Z-Gateway Fisico: +  Descubrimiento de indices de
Customer’s Facility Extensive * RHEL7.3 o (IoC)
Data Sources + Mismos requerimientos

anteriores
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* Reportes de Incidentes Automatizados: no solo tendran un reporte de un
potencial incidente, sino también el tipo, origen/destino y afectacion. Todos estos
parametros son configurables para adaptarse a las necesidades de |Ia
organizacion.

Recent Incidents Incidents by Magnitude
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 User Behavior Analytics: le garantizamos visibilidad total de potencial
comportamiento no deseado y/o compromiso de cuentas que puedan
representar un riesgo para su organizacion.

Dashboard > User Details o, ResetLayot | €% 2= €

Shirley Pollack Active spollack Timeline Mar 9 - Mar 13
Dormant spollack2 1
Shirley Pollack

Dashboard spollack®

Software Engineer

10K
Monitored Users High Risk Users Users Discovered from Events Software
Atlanta, Georgla, United States
66 1 6 "’
4 Dverall Risk Scom Rusk st Intervay
- — 14K g LT
4 0 TR
- Mar 9 12:00 Mar 10 12:00 Mar 11 12:00 Mar 12 12.00 Mar 13 12.00
Advanced Actions v l @ K &
Monitored Users Sales Team e ® user Events @ Risky Events
Recentr... Risk score ¢ Recent Offenses Risk Category Breakdown (Last Hour)
Ronnie Sharrer & Ronnie Sharrer & Offense # 779849 3days ago @ User Bt Mar 13 Q
Chist Happinbes Officer from Sevnvial a9 5 Chief Happiness Officer from Saw: Description: Multiple Login Failures for the 04 Machine Leamng...
C " Savani > appines m Sav s - Mul s
Z Sama e N . v ¢ X = 12:00 AM - 8:35 PM (20.6 hours)
Cheryl Sykora Rollin Hand Same User preceded by Login Failures
Chief Happiness Officer from Savannah 0 m & s cer from New York Followed By Success from the same Username
containing Authcrypt
Roliin Hand 0 B Michael Rose it Auth w{p s 210 4 44 17 180 486 1
Sales M o Yor i 5 sociate from New York R
e & # = R Rei Aut ation F isky og Devices ven S lases
s ke b R Risk Use Cases [ Log D Event IDs URL Al
Cindy Carter 0 Jay Steenberg Events
HR Manager from Savannal & Sales Associate from New York
Jack Sprat Wayne Lewis usemame/pas
i P Mo Arah et o Sk 35 E ‘ay Associis b New ek Falled, Misc Login Falle Count Use Cases Risk
J © T st : Event Count: Flow Count: 0 Magnitude: @ Detect Insecure Or Non-Standard Protocol 200
Bob Jones racey Stewar
Software Englneer from Atianta 45 E Sales Associate from New York S 2__. @ Abnormal increase in User activity 10
Sandra Gray 25 5 Lori Green Offe 20 9 days ago @) Deviation from learned peer group 5
SEBOUIRY, STIGHIE0F RO S 1000 A8 Aa0CAS, SO0 NOut: XK Description: Multiple Login Failures for the Total Activity Marg-Mar13 B @ Deviation from normal activity patterns
Dorothy Witmer Gertrude Lee Same User preceded by Login Failures 6K
Vi 4ofd Vie QRad;
Chief Happiness Officer from Savannat 25 E Sales Associate from New York Followed By Success from the same Username i ot o
containing Login attempt - failed
Tamika Kane Krystal Lane con 9
Security Engineer from San Francisco 25 E Sales Associate from New York v = 1]
Michael Rose Nick Hale
Sales Associate from New York 20 5 les Associate 1 New York 30 &

Y .
View all 66 users 22 View all 14 users 28
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e Shadow IT Discovery: usted y su empresa tendran visibilidad total de los servicios
de nube que utilizan sus empleados, obtendran un reporte con servicios de Cloud
que puedan representar un riesgo para su organizacion.

Top Risky Applications All Applications
Dashboard Offenses LogActivity Network Activity Assets Reports Admin R=LTTRELUTLY
Score ¥ Type Application Name Severity
Quick Insights
9 246 ) Putiocker —
Risky Users Critical Viciations Risky Application:
29 12 9 12.67 [ 4shared -
777 A Box 1
Cloud Applications Insights
| Top Risky Users AllUsers  Top Violations All Violations -
Zoome Score + User Severity Score + Violation Severity -
- @
73 | == 19.64 User accessing unapproved cloud application w
-@®
’ 6.03 E— 1764 High risk application accessed by user 7
482 — 501 Large unapproved download from cicud applications =3
age
446 == 306 New application dscovered with threats —
314 — 296 Large unapproved upload to cloud applications —




Powered by ADV INTEGRADORES Y CONSULTORES S.A de C.V. @ @

* Azure/AWS Threat Management: ganara tiempo al tratar los incidentes de su

plataforma de Cloud de una manera mas simple, con mayor efectividad y con
total visibilidad de potenciales eventos maliciosos.

- IMIVI DGOL T 1AauLlIvVso etresn riers«
AWS
=
Aws
—  Total number of offenses Number of offenses with magnitud User condition filters: Root account filters:
= 39 1 ¥ Without password With unused passwords With access keys Without individual IAM users
With access keys that need rotating ¥ With unused access keys Without MFA
Without MFA

All regions by magnitude

¢

ure  Usethe fitters to see the users who might not follow the best practices of AWS IAM. After you select the filters, the app highlights problematic values

&

v
18M
id 43.6% . AWS Account: "8 s | Report last generated on AWS: 8/17/2018, 4:16:55 PM
53.8% 1BM
v
AWS Account: «w %%, Report last generated on AWS: 8/17/2018, 4:16:54 PM
T’ AWS Account: * , Report last generated on AWS: 8/17/2018, 3:20:05 PM
User Password Enabled Password Last Used MFA Active Key1 Active Key1 Age Key2 Active Key2 Age
true 2018-08-01T17:13:22 false true 2018-01-1518:53:35 false N/A
Most severe offenses
A user has falled 1o login 1o the AWS Console 5 times in 2 minutes from the same source IP
true 2018-02-22T18:09:05 false true 2018-02-22 17:26:38 false N/A
false N/A false true 2018-07-20 14:25:56 false N/A
false N/A false true 2018-05-29 19:08:26 false

Muitiple failed login attempts from different Source IPs
436% | ( 3 ) 53.8% .
Muitiple fafed login attempts from different Sowos Ps
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* Geolocalizacidn: a través de las herramientas del SOC podremos determinar el
pais y reputacion de una potencial conexion, enriqueciendo los IOC de
potenciales conexiones maliciosas.

R [£380.82.
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\ ; 2 59.248
[2589.248
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E4179.95
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B:§177.238.
e 14.192.
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* Correlacion de eventos: de una manera simple podemos determinar en
segundos la relacion entre eventos, determinando la posibilidad de un
compromiso real y tomando acciones en el dispositivo (de ser necesario).

AutolD: 3 AutoGUID: a m ServerID: ReceivedUTC: "2019- DetectedUTC: "2019-m
' AgentGUID: Analyzer: ; "VirusScan Enterprise” AnalyzerVersion: "8.8"
AnalyzerHostName: AnalyzerIPV4: AnalyzerIPV6: AnalyzerMAC: AnalyzerDATVersion:
"0146.0000" Analyzerengineversion: "60©0.8483" AnalyzerDetectionMethod: SourceHostName: " " SourceIPV4: SourceIPV6:
SourceMAC: SourceUserName: ' SourceProcessName: SourceURL: TargetHostName:
TargetIPV4: TargetIPV6: , " MAC S - - = n : TargetProtocol:
TargetProcesshame: TargetFileName:} "E: ] = = \VEGAS 12+PATCH.rar\vegas.pro.12.-patch.exe"” [ThreatCategonrv:
"av.pup” ThreatEventID: ThreatSeverity: "2" ThreatName: “"Generic PUP" ThreatType: "app_pua” ThreatActionTaken: ["access denied1'ThreatHand1ed:
TheTimestamp: TenantlId:
92 [
84 3
NT AUTHORITY\SYSTEM 2 12
Top 5 Categories
Name Magmtude Local Destination Count Events/Flows First Ever
Virus Detected —_— 0 178 Jan 29, 2019, 11
Last 10 Events
Event Name Magnitude Log Source Category
file infected. Undetermined clean er. —— McAfee ePO Virus Detected
Unwanted program, clean error, denie — McAfee ePO Virus Detected
file infected. Undetermined clean er —— McAfee ePO Virus Detected
Infected file deleted — McAfee ePO Virus Detected
Infected file deleted —_— McAfee ePO Virus Detected
Infected file deleted — . McAfee ePO Virus Detected
Infected file deleted — McAfee ePO Virus Detected
Unwanted program, clean error, denie — McAfee ePO Virus Detected
Unwanted oroaram. clean error. denie —— McAfee ePO Virus Detected
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* Incumplimiento de Politicas: reducimos sus tiempos de remediacion en
incumplimiento de politicas, para que pueda corregir de manera organica toda
desviacion potencial.

Event Name Success Audit: An account was successfully logged on
Low Level |

rL S
Category User Login Success

Event Description | Success Audit: An account was successfully logged on.

Magnitude ———— \—— (7) | Relevance 7

Username ANONYMOUS LOGON

Start Time Storage Time




Nuestro servicio incluye: @ @

* Monitoreo 7x24 * Analisis de vulnerabilidades
* AWS * User Behavior Analytics
* Azure * Shadow IT
* 0365 .

Respuesta a
Vulnerabilidades

* CISO Coaching Session

* Cybersecurity Workshop
e Boletin de Seguridad

e Firewall
* Active Directory
e Anti Virus Console

* SIEM Management
e Gestion de incidentes:

* Deteccidon
* Triaje
 Escalamiento

* Reportes Mensuales
* Tendencias




Gestion de incidentes @ @
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Le ofrecemos soluciones N
integrales para aspectos criticos.

Su ciberseguridad es lo mas importante.




E e Q Cybersecurity
Services

Zer0 Malware
ZerQ Ataques

100% Prevencion
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